Abstract
INTRODUCTION
Use of Internet is growing rapidly. So, providing security to the data over networks has become a critical issue nowadays. Data over networks is insecure; it should be disclosed only to the intended recipients not to everyone. Data is more prone to attacks while transmitting in the network. Cryptography came into existence to provide solutions to all the issues of network security. Cryptography provides security to data while it is in network. It makes the messages immune to various attacks by converting the original message into coded message. Encryption is a process which is used for converting the original message into disguised message at the sender end. Various cryptography algorithms (private and public) are available which are used for concealing the content of message from all except the sender and the receiver.
Basic concepts of Cryptography
Plain text: Plain text is the message that a person wants to communicate. It is the original message which is to be encrypted at the sender end.
Cipher text:
Cipher text is the message that is not comprehensible to anyone. It is the coded message which is to be decrypted at the receiving end.
Intruders:
Intruders alter the message with wrong intentions. Intruders intercept, interrupt and fabricate the original messages and send their own disguised messages.
Encryption:
Encryption is the process of converting Plain text into Cipher text. It requires Encryption algorithm and a key. The best method for protecting the confidentiality of information transmitted over wireless networks is to encrypt all wireless traffic. The most effective way to secure wireless network from intruders is to encrypt, or scramble, or disguise, communications over the network. Most wireless routers and access points have a built-in encryption mechanism [1] . 
Decryption

Cryptosystem:
The system which is used to implement cryptography is known as cryptosystem.
Cryptography provides Protection against the following Security Threats:
Interception: Interception happens when an unauthorized user gain access to valuable data. In this case, the protection is aimed to ensure confidentiality of the data.
Interruption: Interruption happens when data become unavailable, unusable or destroyed. In this case, the protection is aimed to ensure availability of data.
Modification:
Modification means some unauthorized user has altered the data. In this case, the protection is aimed to ensure integrity of data.
Fabrication:
Fabrication happens when an unauthorized person inserts forged data in a file. In this case, the protection is aimed to ensure authenticity of data.
Non-Repudiation:
Non-Repudiation is a way to guarantee that the sender of a message cannot later deny having sent the message and that the recipient cannot deny having received the message. Non-Repudiation can be achieved by the use of digital signatures, confirmation services, time stamps and unique biometric information [2] .
Cryptography is used for controlling all the security threats. Secret-writing (coded/cipher text) is the strongest tool because well-disguised data cannot be read, modified and fabricated easily. Different types of algorithms are used for converting Plain text (original message) into Cipher text (coded message).
Cryptography Algorithms can be classified into Two Categories:
 Private key cryptography algorithms  Public key cryptography algorithms
Private Key Cryptography Algorithms:
Private Key algorithms are also known as symmetric key algorithms. In symmetric key algorithms, encryption and decryption processes are performed using the same key. It is also known as conventional encryption and decryption [3] . In private key algorithms, encryption and decryption keys are mathematically related (usually inverse of each other). Private key algorithms are efficient and take less time to encrypt messages. These algorithms are used to encrypt and decrypt long messages because size of key is small.
Public Key Cryptography Algorithms
Public key algorithms are basically used for key distribution. Public key algorithms are also known as asymmetric key algorithms. In asymmetric key algorithms two keys are used: A private key and a public key. Public key is used for encryption and private key is used for decryption. Public key is known to public and private key is only known to user. So there is no need to distribute the keys before transmission [4] . In this type of algorithms it is very difficult to derive one key from the other (means decryption key is very difficult to derive from the encryption key). In asymmetric algorithms, public keys are used to encrypt the message and private keys are used to decrypt the message.
DES (DATA ENCRYPTION STANDARD)
DES was designed by IBM in 1977. DES is a Private (symmetric) key cryptography algorithm. In DES, size of input block is 64-bits and key is 56-bits long. Same key is used for encryption and decryption. DES comprises various operations: mixing of bits, substitution, exclusive OR, Sboxes, straight permutation and expansion permutation [5] .
Structure of DES algorithm:
[ Expansion permutation is applied to one half to increase its size to 48-bits. The two data halves are then swapped and become the input for the next round (xi) Cipher text is obtained after completing 16 rounds and by applying final permutation (reverse of initial permutation) [7] .
For decryption, same process is used but in reverse order. DES algorithm is widely used for better security. Security depends heavily on S-boxes.
RSA (RIVEST, SHAMIR, ADLEMAN) ALGORITHM:
RSA was discovered in 1978. RSA is a Public (asymmetric) key cryptography algorithm; it is named after the initials of its discoveres, Ron Rivest, Adi Shamir and Len Adelman in 1977. It is the most popular asymmetric key cryptographic algorithm which is used to provide both secrecy and digital signature. It uses the prime numbers to generate public and private keys based on mathematical calculations and multiplying large numbers together [8] . Steps involved in RSA algorithm are generation of public and Private keys, Encryption Process, Decryption Process. 
Generation of Public and Private Keys
Modular exponentiation is used for Encryption and Decryption process.
RSA algorithm requires complex computation and hence it is very slow. In Public key algorithms, the underlying modular exponentiation and factoring large numbers into prime numbers depend on multiplication and division, which are inherently slower and requires a lot of processing power. 
COMPARISON OF PRIVATE AND PUBLIC KEY CRYPTOGRAPHIC ALGORITHMS:
CONCLUSIONS
Security of any algorithm is highly based on the length of the key being used. Private and public key algorithms have their own advantages and disadvantages. Private key algorithms require less memory than Public key algorithms. Computation speed of Private key algorithms is much faster than Public key algorithms. Because of the amount of computations involved, Public key algorithms are very slow and are useful only for specialized tasks. Private key encryption is 10,000 times faster than the Public Key encryption because in Public Key algorithms, the underlying modular exponentiation and factoring large numbers into prime numbers depend on multiplication and division, which are inherently slower and requires a lot of processing power than the bit operations (addition, exclusive OR, substitution and transposition, shifting columns, shifting rows) on which Private key algorithms are based. Therefore, cryptographers use Private key algorithms for frequent tasks where slow operation is a major problem and Public key algorithms are reserved for specialized, infrequent uses, where slow operation is not a problem. Key distribution is simple in public key algorithms whereas it is complex in Private key algorithms.
So, for providing better services, combination of Private and Public key algorithms can be used. Hybrid (means combination of Private and Public key algorithms) scheme can be used to provide better security in networks. For an instance, firstly use Public key algorithm for key distribution and then send data securely by using Private key algorithm. Public key algorithms are more often used as a solution to the key-management problem. For short messages, only public key algorithms can be used and for long messages, combination of Private and public key algorithms can be used for sending data securely. This combination of Private and Public key algorithms often capitalizes on the best features of each.
